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St. Michael’s School AUP 

(Acceptable Use Policy) on the use of the Internet. 

Introduction 

As stated in our Mission Statement, St. Michael’s School aspires to provide a secure, healthy and 

caring environment in which all pupils can learn and grow to their full potential. 

It is our wish that pupils leave us with life-skills and attitudes which will enable them to lead lives 

satisfying to themselves and lives that will contribute to the betterment of society. 

St. Michael’s School is pleased to offer Internet access as an available resource to promote and 

enhance the educational experience. It is a valuable resource for both pupils and staff for reference 

purposes and for researching project materials. The school will integrate such information as 

appropriate within the curriculum and staff will provide guidance and instruction to pupils in the 

appropriate use of the Internet.  

The aim of our Acceptable Use Policy is to ensure that pupils will benefit from learning 

opportunities offered by the school’s Internet resources in a safe and effective manner. Through the 

Internet they will develop their research and communication skills.  

This AUP is a document signed up to by all users, be they pupils or staff, detailing the ways in 

which the Internet can and can not be used in St. Michael’s School. Before signing, the AUP should 

be read carefully to indicate that the content is accepted and understood.  

Internet use and access is considered a school resource and privilege. Therefore, if our school AUP 

is not adhered to this privilege will be withdrawn and appropriate sanctions – as outlined in the 

AUP – will be imposed.  

Our policy will address all rights, privileges and responsibilities associated with Internet and on-line 

service usage.  An agreement form must be signed by both the pupil and the parent and returned to 

the school before Internet access is allowed. 

We believe that a combination of supervision, site selection, site filtering, the development of a 

responsible attitude to the use of the internet in pupils and working in partnership with parents as 

the most suitable approach to the successful use of the Internet in our school. 

Before pupils are allowed access to the Internet in school parents will be sent an explanatory letter 

and the rules, which form our Internet Access Policy. 

It is envisaged that the Post Holder with Staff will revise the AUP annually or as required and 

submit it to the Board of Management for approval.  

Parents should ensure that supervised use of the Internet is as vigilant at home as it is in school. 

This supervision is as vital, as it would be in the case of a pupil’s television or Video/DVD viewing. 
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Internet Safety 

Further information on Internet safety can be found on www.ncte.ie/internetsafety 

 

General Internet Use Guidelines  

The guidelines will be made available to all Internet users, and kept under constant review by the 

Post-Holder. 

To ensure that pupils benefit from the school’s Internet resources, all users are expected to adhere to 

the following guidelines: 

 Pupils will be provided with appropriate guidance as they make use of the Internet to 

conduct research and other studies. 

 The school rules for Internet use and their implications will be explained to all pupils.  

 The use of search engines by pupils will be closely monitored or restricted. 

 Parents/Guardians will have access to the Acceptable Use Policy on request from the Post-

Holder. 

Pupils will not use the Internet to seek, read, print or download any information that would be 

considered harmful or in any way detrimental to the health, well-being or positive development of 

the pupil by the school staff or by the pupil’s parents or guardians. 

 

School Procedures on Internet Use 

The school has taken all reasonable precautions to ensure that Internet use in the school is a safe, 

enjoyable and educational experience for pupils. The school procedures for such Internet access are 

set our below: 

 All Internet access is through NCTE web filtering / blocking software to minimise the risk 

of a pupil coming upon unsuitable content. 

 Parents and pupil must have signed appropriate permission form before Internet access is 

allowed. 

 The teacher will ensure that pupils are aware of and understand the school rules for pupils 

regarding Internet use. 

 Pupils are expected to act responsibly when using the Internet and to be responsible for their 

own actions on-line. 

 Where possible the teacher will preview and evaluate content of any website pupils are 

being directed towards. 

 The teacher will ensure that all Internet access by pupils is closely monitored. 

 Pupils will not have access to Internet chat room sessions/instant messaging/Internet 

newsgroups/blog pages. 

 The teacher will ensure that pupils’ time on the Internet is educationally focussed and where 

possible give specific tasks to be carried out while on the Internet. 

 Unrestricted “surfing of the web” will not be allowed as such Internet use can increase the 

risk of a pupil accessing inappropriate material either deliberately or accidentally. 

 Child friendly Internet search engines should be used for research. 

http://www.ncte.ie/internetsafety
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Staff Guidelines for Computer/Internet Use 

 Staff use of Computers/Internet in the School is primarily intended for educational purposes. 

 The computer system is owned by the School and is made available to staff to enhance their 

professional activities including teaching, research, administration and management. 

 All Internet activity by staff should be appropriate to staff professional activity or to the 

pupils’ education. 

 Avoid opening of attachments due to the inherent virus risks. Where access to an attachment 

(e.g. word document or similar) is necessary it must be scanned by anti-virus software. 

Consult Miss Mullen Post-holder if necessary. 

 Ensure home computers have up-to-date anti-virus software (anti-virus definitions should be 

no more than a week old) if using files from home. 

 Staff must be aware of possible misuses of on-line access and of their responsibilities and 

need for vigilance towards pupils. 

 Internet sessions will always be closely monitored. Staff will preview sites which are 

intended for use as part of a lesson. 

 The downloading of copyright material via the web or other software is prohibited. 

 E-mail messages are open to inspection by the Post-Holder/Principal/School Secretary.  

Staff shall not: 

 access inappropriate material on the Internet, including but not limited to pornography, 

obscenity or child pornography. 

 access/use chat rooms using school computers or Internet accounts. 

 engage in unauthorised access of computers. 

 engage in unlawful activities. 

 disclose, use or disseminate any personal identification of pupils or other staff members. 

 install personal software on school computers. 

  send or receive any material that is illegal, obscene, defamatory, or that is intended to annoy 

or intimidate another person.  

 intentionally waste resources on unnecessary or unauthorised activities. 

Violation of St. Michael’s School Internet Acceptable Use Policy in any way may result in the loss 

of Internet privileges provided by the school. Disciplinary action may be taken in accordance with 

existing school policy. When necessary, the school may call in law enforcement agencies. 

 

Guidelines for Teachers 

Pupil access to the Internet is for educational purposes and activities. To ensure that pupils benefit 

from the school’s Internet resources and to minimise any risks pertaining to such use teachers are 

expected to adhere to the following guidelines: 

 Ensure both parent and pupil have signed the appropriate permission form before Internet 

access is allowed. 

 Ensure the pupil is aware of and understands the school rules for pupils regarding Internet 

use. 

 Ensure all Internet use by pupils is closely monitored. 

 Only use websites they have previewed and are familiar with the content of when using the 

Internet with pupils. 



 4 

 Use child friendly search engines if use of a search engine is necessary. 

 Ensure that pupils’ time on the Internet is limited and pupils should be given specific tasks 

to be carried out while on the Internet. 

 Do not allow “surfing of the web”, such unrestricted use can lead to the pupil accessing 

inappropriate material either deliberately or accidentally. 

 No personal e-mail addresses should be provided for pupils, nor should access to private e-

mail addresses by pupils be allowed through the school network. 

 Be aware of the possible misuses of on-line access and your responsibilities towards pupils; 

watch for accidental access to inappropriate materials and report the offending site to the 

ICT co-ordinator. Report any breaches of the school’s Internet Policy to the designated 

person. 

 Ensure no personal information is published should a pupil’s work be published on a 

website. Identify pupils’ work by first name and class only. 

 No individual photographs of pupils should be published. Include no personal details that 

could identify a pupil with such photographs. 

 

Pupil Rules for on-line safety 

 I am responsible for my own behaviour when accessing the Internet, just as I am anywhere 

else in the school. I know that normal school rules apply. 

 I understand that Internet access is a privilege not a right and that using the Internet requires 

responsibility. 

 I will not use bad or rude language or send messages that could hurt another person. 

 I must get my teacher’s permission to print or download and text, images or other data from 

the Internet. 

 I will never give out personal information, such as my home address or phone number on 

the Internet or while using e-mail. 

 I will tell a teacher straight away if I come across any information that makes me feel 

uncomfortable. 

 I understand that teachers can read all files and disks used on school computers, including 

any e-mails I send or receive. Also school computers keep a record of what I have viewed 

on the Internet. 

Sanctions 

 If any of the above rules are broken, then it will result in a temporary or permanent ban on 

Internet and/or computer use. Parents/guardians may be informed. 

 Additional disciplinary action may be taken in line with existing approved school practice 

on inappropriate language or behaviour. 

 The decision of the Post Holder / Principal is final. 

 The school reserves the right to examine or delete any files, e-mail messages and their 

attachments that may be held on its computer system and to monitor any Internet sites 

visited. Computer logs may be viewed by the Post-Holder/Principal and/or Board of 

Management where misuse is detected. 

 Misuse of the Internet may result in disciplinary action within the code of behaviour 

including written warnings, withdrawal of access privileges, and, in extreme cases, 

suspension or expulsion. The school also reserves the right to report any illegal activities to 

the appropriate authorities.  
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School's strategy  

Our school will employ a number of strategies in order to maximise learning opportunities and 

reduce risks associated with the Internet. These strategies are as follows: 

 A staff member will always supervise Internet sessions.  

 Websites will be previewed / evaluated before being integrated into lessons.  

 A list of a range of sites approved by the Post-Holder/Principal/Board of Management will 

be available. 

 A firewall is being used to minimise the risk of exposure to inappropriate material and to 

block unsuitable sites.  This is regularly updated. 

 Content filtering of web sites will be provided by the Broadband Service Providers. 

 The school will regularly monitor and archive pupils Internet usage by checking user files, 

temporary Internet files and history files.  

 Uploading and downloading of non-approved software will not be permitted. 

 Virus protection software is used and updated regularly.  

 The use of personal floppy disks or CD-ROMs in school is not allowed. 

 

World Wide Web  

 Pupils will not be given access to the Internet without staff supervision. 

 Pupils will not knowingly attempt to visit Internet sites that contain obscene, illegal, hateful 

or otherwise objectionable materials.  

 In the event of accidentally accessing any of the above sites, the pupil who is under staff 

supervision will immediately turn off the monitor and report the incident to the Post-Holder.  

 Pupils will not spend time on non-educational matters and will use the Internet for 

educational purposes only. 

 Pupils will not upload, download or otherwise transmit material that is copyrighted.  

 Pupils will not disclose or publicize personal or confidential information for example 

classmates' home addresses, telephone numbers, name and location of their school.  

 Pupils will not examine, change or use another person's files, user name or passwords. 

 Pupils will be aware that any usage, including distributing or receiving of any information, 

school-related or personal, may be monitored for unusual activity, security, and/or network 

management reasons. 

 

Email  

Under the direct supervision of a staff member e-mail allows pupils to communicate appropriately 

during supervised sessions. Personal information about the pupil will not be disclosed. E-mail 

messages containing information which makes a pupil uncomfortable must be reported immediately 

to the Post-Holder. Pupils are not permitted to respond to such messages. The allocation of personal 

e-mail addresses is not available to individual pupils. An exception is made to this rule when pupils 

are undertaking the FETAC Computers Module. In this case temporary e-mail addresses are given 

to pupils to use during class time. The password to access the e-mail address is not known by 

pupils. On completion of the Module the e-mail addresses are closed by the teacher and pupils can 

no longer access them. The school has it’s own e-mail address available for use.    
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 Pupils will note that sending and receiving email attachments is subject to permission from 

their teacher.  

 As e-mail can be forwarded or inadvertently be sent to the wrong person, the same levels of 

language and content should be applied as for letters or other media. No pupil may use bad 

language or send messages that could be offensive to another person. Additional disciplinary 

action may be taken in line with existing approved school practice on inappropriate 

language or behaviour. 

 Pupils will not send or receive any material that is illegal, obscene, defamatory, or that is 

intended to annoy or intimidate another person  

 If a pupil or staff member receives a message that causes them to feel uncomfortable, it must 

be reported to the Post Holder immediately. On no account should there be a response to 

such a message. 

 Users are responsible for all e-mail sent and for contacts made that may result in e-mail 

being received. 

 Pupils will not reveal their own or other people's personal details, such as addresses or 

telephone numbers or pictures.  

 Pupils will not make arrangements for a meeting with another person on-line. 

 Posting anonymous messages and forwarding chain letters is forbidden. 

 Personal chat rooms are prohibited. 

 

Internet Chat  

 Pupils will only have access to moderated chat rooms or discussion forums such as those 

found on the ScoilNet website.  

 Moderated chat rooms, discussion forums and newsgroups will only be used for educational 

purposes and will always be supervised.  

 User names will be used to avoid disclosure of identity.  

 Face to face meetings with someone organised via Internet chat is forbidden. 

 

School Website 

Pupils may be given the opportunity to publish projects, artwork or school work on the World Wide 

Web. 

 The Post Holder will coordinate the publication of pupil work.  

 Pupils' work may appear in an educational context on web pages with a copyright notice 

prohibiting the copying of such work without express written permission  

 Photographs of individual pupils will not be published on the school website. Instead 

photographs will focus on group activities.  

 Personal pupil information including home address and contact details will be omitted from 

school web pages.  

 The pupil will continue to own the copyright on any work published. 

 



 7 

Procedure for obtaining Parental Permission 

Before Internet access is allowed both parent and pupil must sign the appropriate permission form. 

To ensure that parents are aware of the school procedures and pupil rules regarding Internet access 

and use the following documents should accompany the permission form: 

 Pupil rules for on-line safety 

 School procedures on Internet Use 

 Permission form. 

 

Legislation 

The Post-Holder will inform herself/himself on the following legislation relating to use of the 

Internet: 

 Data Protection (Amendment) Act 2003 

 Child Trafficking and Pornography Act 1998 

 Interception Act 1993 

 Video Recordings Act 1989 

 The Data Protection Act 1988 

She/he will familiarise staff with any information she/he deems necessary. 

 

Data Protection Act  

The Data Protection Act 1998 was passed to deal with privacy issues arising from the increasing 

amount of personal information contained on computers. In accordance with the Act, our school 

will only publish pupil information that is relevant to the context of the web page. Parents will be 

informed about pupil information on the school website.  

 

Ongoing Support & Development: 
 

Any staff member unfamiliar with using the Internet should inform the Post-Holder, particularly if 

she/he finds that it is a necessary skill when working with pupils. 

At regular intervals staff training needs will be reviewed and where appropriate support sought from 

our local education centre. The Board of Management will facilitate teachers to obtain training, 

bearing in mind the overall budgetary framework and the need for ongoing teaching and learning 

programme of the school to continue with as little disturbance as possible. 

The following resources were referred to when drawing up this policy: 

NCTE Internet – Acceptable Use Policy – Guidelines for Primary Schools 

Be Wise on the Net … Information and Advice for Schools 


